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Network security detection of hospital information system based on penetration testing
Junbiao Peng Guojian He
Shenzhen Municipal People's Hospital

[Abstract] Objective: The primary purpose is to conduct a security assessment on the RBRVS system of a
certain hospital, identify existing network security vulnerabilities and risk points, follow up with rectification
measures, thereby ensuring the safe and stable operation of the system. Additionally, this study aims to provide a
reference for the network security assessment of information systems in other hospitals. Methods: On December
10, 2024, penetration testing and vulnerability scanning were employed to conduct a security assessment on the
RBRYVS system of a certain hospital. Common attack methods were used to simulate tests, and test results and
identified issues were collected. Finally, based on the test results, a corresponding test report and rectification
suggestions were formulated. Results: Through penetration testing and vulnerability scanning, security
vulnerabilities such as SQL injection, weak passwords, and unauthorized access were discovered within the
RBRYVS system, and relevant technical personnel were organized to carry out vulnerability repairs. Conclusion:
Penetration testing and vulnerability scanning can effectively assess the security of information systems, identify
various application—level network security vulnerabilities, and promptly repair and mitigate risk areas.
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