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[Abstract] This paper aims to discuss how to use big data analysis technology to improve the defense capability
and benefits of network security. Strategies such as data fusion, technology fusion and cross—platform fusion are
adopted to integrate various security data, and combine with other network security tools, so as to eliminate the
information gap, so as to enhance the accuracy and breadth of security analysis. When data analysis technology is
applied to network security, it can effectively increase its protection effectiveness and effectiveness, and at the
same time can strengthen the collaboration combat effectiveness, and thus improve the defense level of the
entire network security system. Data analysis technology has great potential for network security. The
establishment of a large network security platform based on this technology can significantly improve the
strength and level of network security prevention, which is undoubtedly an important contribution to ensuring
network security.

[Key words] big data analysis technology; network security; data fusion; technology fusion; cross—platform

fusion

2R (1« PRI, AR 2% ORF B 5, AR BARHOR, PR

FRREE BB GRS, 4 2 PR B 3 T
W 28 45 35 5 DA, AT 1) B A S s AN PRI o BT, R HdE 73
W IERI AR SENFATIRAE T > 28 ML R AL XA .
K 2 4 (A Rl o F 7 SRR, PT LA SRS B R0 Y T
FEAE R SE IS AN T AR 3, s SIC ft 0 A S NEAT 30

1 REFEE R TMEREHIR

S B R Bt b LR A Je 2 g 1 kb, (B
Z PRl ZE T Mo B0, FERH BI85, BHEOKPRAR, Stz
ARG (KN it e, DABCA3HT AT B [ L o 32K L #0345 [
PORVE B A UL AT FHR T o A2 KR AR, BRI 2% 22 AT 3
PR AR & ™ B, AR EE B — T BOR TR /& 0 i 58 48 bR T A v

IR R AN 2R 3, BRARI 45 2 R B IR A%

L 12 R 2 2 fa i

LA BRI LA 35 2 o iR SS M iE . A 3ATE T AR
T e R e, RS BE A RO B R O B R R I A
PRI SRS, ARSI (i e AN 7 B BE AL AT 220 RO, JFAE
Horb 4R — T R, XA TR R X8 BTN
AT R T EFGEARIR, (HAL PR VF 2 R4 U A BATTH)
Ao B, FER ST TR, 8 S IE R LR N A R
B A R S5 4E, XRS5 o i — ELAE BT A AT 5 4K
ALGEMERRE. S 4h, TR R AR EEE 5 2, B2 7
#ARESE S T, NS B AR B, W55 IR DL fa 6 9],

106 Copyright (© This work is licensed under a Commons Attibution-Non Commercial 4.0 International License.



Advances in Computer and Autonomous Intelligence Research

RS B =BT R
H3EeHE 1 HemA 1.0€2025 4
ERM: RIS (ISSND: 2972-4236(P) / 2972-4244(0)

W ILOTE RIS . AR, Rt MR AR
HE,

1. 24 2 W48 22 A RRIR T

TR B R R v B (5 R AR A M AN A Okt
IR PR T ) R, FRERE A4 X oK e e T e A 3
AEE AR, RS B e P AR 2 T AR IR S2hr &
SCFRAE, BRI KA T E R R FE A TR Bk =
JEAE B EAG O, DA T T I 35 52 2% 060 222 A B R 10 B 4 A7 AR
WFLE. KBRSt R ET B ORK
e AR 7R R R R, HRR ZHLMAN ANHBE &
WA AT AT B AT LE 1R X I VIR T A SR ECATE AT [ S 4 e, X 3
HR R B Y SRR S B R B A EE . 4 — T S
AR L HNYE WAL 7 B AL 3% 3 A i XU B 78 B
TEFZMA 17, KA S s B A A ) A VAR T AN IR R . 5K
b B AR AR SR IRRE T . S A AR 1S A (S Bl
3%, I HLIF SR A5 DR 75 0 S A0 5 25 6 0 R FH e 0T 00 #4825
HH A 5 A N SRR 25, AN o5 6 AR PR B0 A 22 7 B 1 M 4% 2
i 5 35 b AT T BE R AR o BT DA SR | s 4 iR AN RE T, IR
B2 A R M 2 fE AR A B A AR AR B B3

FHz"
2 KBS AR A5
2. VHE A

X 2% 22 A X VR A, 2 A T FE AR X 4R ORIV AR
(IR ik, 7 M 22 SIS AR, ] W it By K R R
% 3L 1 R EL AR, AT B I T BE AR AT D, A RN R A A 4t
T R AE T B0 ) RN s o A, RT DA I 2 0 4437
AR KRG, [t 2% 240 H
ERAAGERANF BALAF LG DL XA 2 etk i 2O BATER
B RS 2, IWIIRTH T RO . 281, BRUON R a6 Bk
AATRER A TR A E oA S, HB M BT RE A AT
FITEL, FETF AT FURT, A 0 B S 4E IR L GRS LT, Bl U0 {2 IE 45
ARLE e B 57 T S0 AR, JF H B A R R SRR
HIE EAE TR R I AF AT DA 1A otk 2 A AN
S B BT, AR RE AR N 7 G T ELE RESR = AR 1Y
A

2. 28l R

X W% 22 AT T 35, 7 EERIX KA BORE, X LE 5T
BHE T RER A & Fh i s iR &, BRI TR % 7 2 RERRE H.
Tk N, BTN G2 TG AR A i B AR P AR BT e
T W 2% 22 4 il R B A 5 8 (K0 AT 9 B, T3k — 20 R 0T
WL, XA 2R r I A A A R R e E
FREE m Y R AT 5ok e R AN, A — SRS T B
FINT FIRIHLAS S S BOR AT B AL I R T7 3, B R Ik AE
e (RS A BT IR OR, Eah ikt AR O IRTHES
L TG, A 0 BRI E I AL « e G A
P WEERGIGN. PSR EE R EE. SHERN, ENFE

FIHHE i R U ME AN TR RE ), DLREIE BT % 2R IR B A 4
WrEesR.

2. 3% b

TE FLIE M 22 A I 78 5 0 il 1 R o, o 8 THT I 5 Ve (S I
BBk A T R RO X — 1, T iE AR AR R
K MR I FE PR AE OSBRI S, AR T U R IR B REAT NN
T AR TR, HR A B RON T R4 22 A Ml AR P A% 02D 3R
o TEIRXH A, F L) TR AR 98 L85 2] RIRFES 2]
o A BNy W EL NI NS N7 Lk i G
FIREE SER, #t—P5Ead. g8, BE ML . mil
2 I F R A B DA IR AR AR, DL E X B A
(OB Bl TG L4 R, X Bh TR R B 7E 1) e A A - & TR
FES ], B AR K AR o A e T 2 H AR LR A, TR TE T 4T
f 2 SR A

3 MBXEIES TN AREREE

3. Uins R Ry 5w e

PRAF B 7 4% 38 15 i A7 3 2 v DR L R 35 R AN e B 4, DA
o7 3 25 IF 24 T B B3 B s e i, AR 2 HRAT K g ib Al
S FIFISSL/TLS N B AR MR IR % {5 2 M 45451, 3 Bz A
AESZ Ze iy hna 77 s AR B IS B BRI i A7 08 o ST ™
T P S 7 I VR AT R A DGIE IR AE, N AR SR N AT LA
FEAAE O AR ., St 2 MO ) B A 5, A B
BT AU A R A, BRI A o0 T BE A A o A I e 4 1)
RO B8 B T I, B K SRk e R e W A A
IR, AEUE 2 A BT SE sy o o, 6B K BRI A
B, 2000 AT B OIE SRR %15 R 2 b T . 1
YNELSRATA A O T BB I B LB, DUEIEER, K BT
SN F AR ATAT TR 5L

3. 2B TF K W 4 22 4= I S B

3. 2. LRHAT sl

R B R o T T, RE N Sz B W R4 A S
GBS B AR SRR, R ) H AT AR A E 1 B i
G ESLE AR S, T LU B AR AR B 4 T
FUE BN R, AT T T 5 1% DDoS T o 3 B kU 45 1 %
A BN, T R GER ML S o) TR R UM 4R, L
HEIRBR R 2848 77 3, — BB BT AR R 35 470, 5t
£ E BN A S TN, LRI ) 2 A /N R SE BRI U R AT 3
IR B AT 9 ATIN B B KM H2 T I 245 2 4 () AP S 32
IR, BRAR T8 52 Mk T gt

3. 2. 2 A BT

KEW L 24 MIE IR GRS NS, 7R~ il AR
PR R Sk K ety SR, W S B0 T 500 2 41 5 7 St T 7 4T B Rl
O R M SR 754 IX 3R J2 LB ) 2 B 2 SR AR UL S B
A SR AT o A B P IB IR BRI AR, BEAR T BIH B 2 4R
TR TR BB T, B R AR P T . B, ke 4
HIZH T BARIE S A B AR 7T S 24 X A 5 P 2,

Copyright © This work is licensed under a Commons Attibution-Non Commercial 4.0 International License. 107



Advances in Computer and Autonomous Intelligence Research

RS B =BT R
H3EeHE 1 HemA 1.0€2025 4
ERM: WIS (ISSND: 2972-4236(P) / 2972-4244(0)

MR T A IR R R I SR (A O R, X T B
PTAET S BARKIHESE L.

3. SHRTHREHE W4 e A B

3.3 1R &

I KB H AR, BT DL ATl S0 SR I B () 528 2 421
B RmA R, B A BN R e E B ES XA RS XL
TN 2 NG L AT R T 5 e, i T 8 A FEME R
PHBENB LA A —FER A B KGRR, B & e Tk e S IR A Hh B
7R TR 2% 22 3 A8 o 491 a1, TELIBR PRI S 7T #8748 ol P e
EBNIAT y, T RGN TRV R R T RGN A R H K
RERL, 0B TR A 1 20 A fE G DR 3R R 0 T VR O AR
KAFE  HATE R LS B A IHAE— LT, R332 e R
TR EUR, TS B 22 A /N H B RS 1 ) 58 R A S IR e &
B RAR R

3.3 2B A

T I A R EHE S AT AN LA R 2% 22 A SRS, BE R —
T b BT AL, AT S 58 LRI RE o Bt wT AR K HdE
A3 AT R AR R 2R G By K i 55 2 b TR 456 sk, I EAT
B2 A 45 B SR At — 5 IR B o A, LASE IR 14 U7 =i
T AT TE (1 22 A gy, I L7 RV HS AH B 19 e SR T BT
KFEFM R A X —R, T AN LRSI 2 R4
I BEMERD B ZhiRVEMERE, BRIR A I TE R &, i3 in HAA 3%
PERRE TS

3.3. 3B FEm G

B REARHAR, REE 78 Bkt S Fp~F & 112 R B fA
50T, & RGN 1S BRI X R AR SR 1 2 4
BifERE T, BT 25 28 R G S 1 Pl e 4 2 R 45 L MUREIR)
AR AN B, HE TR X L TR SR G AT R A AU BE R IR
R R R R ARE

3 AR T KRB AT HARMNG 24P &

3.4 1M R MBS

FI KR MBS ) EL R 2 Ak RAE IR E 2
AN EERE BERPE R, MM RESE . Rguost. WHEdH
TH LRSS RS B IS HE o] LLZE A N A R T, 452
BAE RG A B, IR BN 2R IR AE BRI
E5RE, X AT G B8 R 0 B R R — (5
PHEAE R G, MR G A BB KT IR A T 78 2 i at Bkt

3.4 2K BHE AT

AT & B M EIR 2 A R IR TR ERE R . ©
BT AT BTN I RE, 2@ e i 4% B & [
MBS TR, 3T 5 WA IES) 7 =, iR T e
WA IRARTEL 43, B IE IS I 7R I 45 2 4 1AE B,
TR RE 1 USSR Sk e Tk HEmE o 73 AME A &3 A AT 3 4, LA

R BB ARAE & AL A5 K 1 22 2 A5 BB 4G R b 40 A, LAAE R
il BAT SR S E . SR oM e 36 B 2R B4R B Bast 1
RS, FHATHRSE.

3. 4. 3SCH MR AT

IR 48 B 25 BV 22 4 1 B e 77, R 1R H S BRI AT
NGRS, I HoR . (5B Fhira it =X, &
REAERT R M Bt 8 ok 31 W 442 55 53 IR 1 30, 48 5 R &
SRHLH ST R [ 22 A/ N S AE D, DAEABATTREAE P N X XA
Bl T $E T 90 4 595 40 A R R P RO R, TG P 2 2 ik T
fett.

3. 4. AT AL RN

R T A 22 25 BT R 20, FBhAe
IR E AR DA I 2 AR EE I B E M R . B A T AR
AL, RGEREH IR 1) 2 A5 SR B A TS W T 1
TE, 405 N RERE B HI 4R W 2 22 A IR, 18 1T 1 HEOR f
PE R & A XFEE B TR M4 2 A H RN
FUREHE R, CRp Al (X 28 22 A T

4 g

IR K EHE 23 B R T 4% 22 A= (138 TR 3 B RS,
KHWNEAER A . BRGNS T Gl G %7 NGE s 24
W FC I kG P 5 4 R AR A, 5 Bl 22 4 [ A B8 A5 280 552 6 ] e I
AR RN B AT 37, AT B EL TP X 1) 22 2 A 58 o R ST AR R B8R
IIFTREAR I KA X 26 22 44k Rk — 452 1 2 B IR F B,
ARG R A L S O b Rk MR R DL A
MO BRI T 3, X B TR 2 BRI E 45 tH R
P, RIS ) 7 RN O R B HE VA BT T B 1) D 8% 22 IR, AU SR 4
Al o

(&% k]

(13 & 22 KK RS G5B AR X EERA
ERBEARFEATRNRNFPHONANLRNEZ AR RGN
F,2023(7):32—36.

[21F 3%, % & & K BE RO & W 4 2 A 20 oy i LD
W 282 AFOK 5 B AL2023(4):71-73.

[31& B . W 4% 4 F i K 338 80K b A [J]. 5 ok AL i BT
,2023,40(4):288—290.

[4T0) 2 K B HE BOR A B AR ) 46 2 4 W By o A 4R 221013k
#,2023,44(3):144—146.

(51 T4 A B A8 BOR 7 W 2 %2 A7 o 8 b A [ R &
5 #]%7,2023(3):159-161.

EB B

M RALQR001—-), B ik, T & AR AN A KA,
R Tl Wb,

108 Copyright (© This work is licensed under a Commons Attibution-Non Commercial 4.0 International License.



