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Analysis of a Blockchain—-Based Firmware Verification Algorithm for Robotic Vacuum Cleaners
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[Abstract] With the widespread adoption of smart home devices, ensuring the security and reliability of robotic
vacuum cleaner firmware has become increasingly important. Traditional firmware verification methods are
susceptible to data tampering and untrustworthy detection results, making them inadequate for meeting the
security requirements of modern intelligent devices. This paper proposes a blockchain—based firmware
verification algorithm for robotic vacuum cleaners, leveraging the decentralized and tamper—resistant properties
of blockchain technology to establish a trustworthy firmware verification framework. The proposed approach
includes the design of a blockchain network architecture based on Proof of Authority (PoA), the generation and
on—chain storage of firmware hash values, the implementation of verification logic and anomaly handling via

smart contracts, the traceability and visualization of detection results, and algorithmic performance optimization

and scalability enhancements.
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