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Research on Reinforcement Learning—Driven Intelligent Decision—Making Mechanisms for
Enterprise Network Security
Jun He
Shanghai Information Network Co., Ltd.
[Abstract] Reinforcement learning (RL) has emerged as a key research direction for enhancing enterprise
network security, offering advantages in dynamic decision—making and adaptive defense. This paper reviews the
application of RL in enterprise network security, highlighting representative techniques such as DQN and PPO,
and analyzing their limitations in real—world scenarios. This paper also examines major challenges such as
high—dimensional state spaces, real—time demands, and data scarcity. To address these issues, a comprehensive
framework is proposed, integrating hierarchical reinforcement learning, multi—agent collaboration, and
knowledge—enhanced strategies, aiming to achieve efficient and scalable dynamic defenses while providing
theoretical insights for RL—driven network security.
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