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[Abstract] In recent years, with the widespread use of the Internet, e—commerce has become the mainstream
mode of commercial trade. At the same time, the network security risks of e—commerce companies are
becoming increasingly serious, and various cyber attack incidents are emerging one after another. Deep learning
technology provides a new path for building efficient attack identification and defense systems due to its
powerful feature learning and generalization capabilities. Focusing on the core security requirements of
e—commerce platforms, this paper designs a multi—dimensional deep recognition model integrating CNN,
LSTM and attention mechanism based on user behavior data modeling and attack type feature analysis, and
combines the policy response engine to realize an automated defense system with real—time and scalability. The
empirical application shows that the scheme has good engineering effect and promotion value in terms of
recognition accuracy, false alarm control and system adaptability.
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