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Remote Security—Assisted Maintenance Technology Based on 5G Networks
Liang Wang Chengwei Lai  Yang Li
STATE GRID JINGMEN ELECTRIC POWER SUPPLY COMPANY
[Abstract] To enhance the security of remote communication over 5G networks, this paper proposes a remote
network—assisted maintenance technical solution. The scheme utilizes 5G technology to collect nodes in remote
networks and analyzes network traffic data to effectively identify network risks. Additionally, it employs the
CAN model machine parameters to ensure the security of remote network communication, preventing
unauthorized intrusion. By leveraging 5G networks to avoid network latency and reduce network threats, the
solution actively counterattacks during cybersecurity incidents and shares operator data within the blockchain,
thereby improving the security of remote networks. Field test results indicate that the proposed method is a
reliable remote security maintenance solution, which not only ensures network security but also provides an

auxiliary maintenance scheme for industrial on—site operations.
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