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Industrial Control Network Security Protection System for the Petrochemical Industry Based on
the Classified Protection 2.0 Standard
Di Zhao Yue Zhao Fei Yang
China Petroleum & Chemical Corporation (Sinopec) Northwest Oilfield Company
[Abstract] Against the backdrop of the continuous development of the modern Industry 4.0 revolution strategy,
traditional industrial control systems, which were originally closed, have gradually opened up. This has led to
attacks on industrial control systems by network hackers, trojans, viruses, ransomware, and other threats, posing
serious risks to modern industries. This paper takes the petrochemical industry as an example and analyzes the

industrial control network security protection system based on the Classified Protection 2.0 standard to ensure

the operational security of industrial control networks in the petrochemical industry.
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