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[Abstract] With the ongoing evolution of large language model technology, Al agents capable of autonomous
decision—making, tool invocation and task completion have become a key area of development in the field of
artificial intelligence. OpenClaw is an open—source, general—purpose Al agent development framework. Thanks
to its ease of deployment, strong extensibility, and support for the integrated development of multiple tools, it is
widely used in various scenarios such as personal office automation, enterprise business process scheduling, and
network operations and maintenance. Whilst the framework evolves rapidly in terms of functionality, the
development process has overlooked the establishment of a security framework, resulting in weak native security
defences and the continuous exposure of various security vulnerabilities and potential threats. This paper integrates
cutting—edge research findings in the field of Al agent security, utilising the CIK three—dimensional analysis model
as its core research methodology. It systematically identifies security risks present during OpenClaw’s operation
across three dimensions—capabilities, identity, and data knowledge—quantifies the severity of various attack
vectors, and conducts an in—depth analysis of the underlying causes of these risks. Furthermore, by incorporating
real—world application scenarios, the paper establishes a multi—layered defence system tailored to this framework
and proposes actionable optimisation strategies, including permission control, security auditing, and tiered
deployment. The research confirms that OpenClaw’s security weaknesses primarily stem from unreasonable
permission configurations and the absence of input validation mechanisms. Only through coordinated protection
across multiple dimensions—including architecture, permissions, and operations—can a balance be struck between
intelligent user experience and security reliability. This study also provides a reference framework for the security
development of similar open—source intelligent agent frameworks.
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