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[Abstract] Driven by the 4V characteristics of big data—Volume, Velocity, Variety, and Value—the
contradiction between data value and security risks has become increasingly prominent, making software data
desensitization technology a core enabler for balancing data utilization and privacy protection. Based on the
evolutionary trajectory of data desensitization technologies, this paper systematically reviews key theoretical
foundations such as k—anonymity and differential privacy, and provides an in—depth analysis of the
implementation mechanisms and application scenarios of static desensitization, dynamic desensitization, and
intelligent desensitization in the big data environment. Drawing on typical use cases in the financial and
healthcare industries, the paper explores the practical implementation paths and effectiveness of desensitization
technologies in real—world business scenarios. Furthermore, in response to current challenges including
real—time performance bottlenecks and insufficient adaptability to multimodal data, the paper proposes future
development directions that integrate Al—driven intelligent analysis and privacy—preserving computing. The
research outcomes provide technical reference and practical insights for enhancing data security protection
capabilities and promoting the compliant circulation of data elements in the big data environment.
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