RS B EEFAEBTRIAR
Advances in Computer and Autonomous Intelligence Research 4% e 0 W ek 1.092026 4
YEFA: WIS (ISSND: 2972-4236(P) / 2972-4244(0)

AR T R P AR B Sy kot : Mg & . HlEE
2yR GIRPRHERR SR

HE
WA RFURERT FIT
DOI:10.32629/acair.v4i2.20505

(i ZE] MABRBELZEZTHNRERFLERIABBRRBERARAKXTH S . 2RFAL AT E MR
TR BB O HHSNRIECES R R Y A @RI 4 Rk RS 5
RO RIBIRS L Sy, KRBT RAREHESFAR . TERAA ., kgRAE . KATh %4k
WAEF N, B ERIT T B RUBEARNAEALLR FHRTRFEAN, TLMKR, BIFHE, LHERA
WRIE, BB EREF LR, A AR BRI BB B IR A R R A A0 Bk b
A A I AE R AUE] R £ LB B2 RFe R AR A B8 4R AR R B R, 5F 4% i & Data Agent,
Compliance Transaction#¥IDACT A A 4 B JAE HAELE . AR IAH A RBEA % ek & T HIBEHIER
B ELH MR T “HIERAT R TN HIE. R, TR L5 ALERETER S E
wAL RAMGRAA . BT RABIR T TSR,

[REEIA] RAEBER ARk, RIBEBIER ) HIB R, HIEZ4A; RTEN; BRIGEBERHRK; SHEE;
RESES: TVI492 CEERIRAD: A

Security Analysis of Cross—Border Data Transactions in the Context of Large Model Agents: A
Review of Risk Spectrum, Institutional Constraints, and Governance Framework
Fei Lin
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[Abstract] With the market—oriented allocation of data factors and the increasing importance of cross—border
data flows, cross—border data transactions have expanded from static data transfer to data—service transactions for
model training, intelligent decision—making, and cross—domain collaboration. Large model agents improve the
efficiency of cross—border data use through planning, tool invocation, retrieval—augmented generation,
long—term memory, and multi—agent cooperation, but also amplify risks such as prompt injection, tool
overreach, memory contamination, post—transaction loss of purpose control, and unclear responsibility across
jurisdictions. This paper reviews related research from conceptual boundaries, mechanisms, risk spectrum,
institutional constraints, and security technologies, and proposes a DACT full-lifecycle governance framework
covering Data, Agent, Compliance, and Transaction. The study argues that cross—border data transaction
security in agent scenarios should focus on whether data, models, tools, memory, and derivative results can be
classified, minimized, continuously audited, and governed with accountability.
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