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Research on Key Technologies for Security Protection in Cloud—Network Convergence Network

Architecture
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[Abstract] Cloud—network convergence realizes the deep collaboration and unified scheduling of computing,
storage and network resources, becoming the core infrastructure supporting the development of digital businesses.
The fundamental transformation of the architecture breaks the physical boundaries of traditional networks and the
security protection system, giving rise to new security risks such as cross—domain attacks, policy mismatch, and
response lag. Currently, cloud—network security protection technologies are in a transitional stage. Various
protection measures are gradually being implemented but still have obvious shortcomings. Relevant research
focuses on the core security features of cloud—network convergence, summarizes the current implementation status
and core issues of protection technologies, and proposes targeted technical and management measures to provide
practical references for building an integrated cloud—network security protection system.
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