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Analysis of Monitoring Methods and Applications for Industrial Control Network Security
Kaipeng Jing

Jinneng Holdings Equipment Manufacturing Group Sihe Coal Mine No.2 Well, Jincheng City
[Abstract] Effective use of various security monitoring methods in industrial control network management can
further ensure the security of industrial control networks. Based on this, this article discusses the overview of
industrial control networks, analyzes several methods of industrial control network security monitoring,
including real—time monitoring of network traffic, real-time monitoring of industrial control equipment,
regular assessment of security risks, and deployment and use of intrusion detection systems. It also proposes
strategies for improving supporting software and hardware facilities, promoting technical team building, and
improving supporting technology application systems. This exploration of industrial control network security

monitoring aims to provide some reference for the development of industrial control network security

monitoring work.
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