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Construction and Application of a Risk Assessment Indicator System for Signal System
Software Upgrades
Shuang Liang Qiang Wei Song Yang
Communication and Signal Branch, Beijing Metro Operation Co., Ltd.
[Abstract] As the core hub in fields such as rail transit and industrial control, signal systems rely on software
upgrades for functional iteration and vulnerability remediation. However, the upgrade process carries risks that
can lead to severe consequences, such as system failure. This paper focuses on risk assessment for signal system
software upgrades. From a full—process perspective, risk factors are identified, and key risks along with their
propagation mechanisms are extracted using fault tree analysis. A comprehensive evaluation model is established
by determining integrated weights through the combination of the Analytic Hierarchy Process (AHP) and
entropy weight method. Validated through a case study of a rail transit signal system upgrade, the model

accurately identifies high—risk points. The assessment results provide a scientific basis for risk prevention and

control, enhancing the safety and reliability of software upgrades.
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