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[Abstract] In this study, the school network center self-made phishing emails were used to conduct a network
security awareness drill among the teaching staff. The results showed that the proportion of those who clicked
on the emails reached 16.8%, and the proportion of those who opened the phishing links within the emails was
7.6%. This result highlights the serious deficiencies in the network security awareness of the teaching staft in
colleges and universities. This paper analyzes the drill results in depth, explores the reasons behind them, and
proposes targeted strategies from two perspectives: improving network security awareness and blocking

malicious access, aiming to provide references for enhancing the overall network security level of colleges and

universities.
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