Journal of Safety Science and Engineering

HEFFE5ILIESIR
H4EOHE 1 ORA 1.0€2026 F
SRR WS | TS (ISSND: 2972-4716(P) / 2972-4724(0)

S as BUEL R P 85 S R i e PR b

WF AT S BE
¥ EHEXFFHEARFR TS P Fe B XA
DOI:10.32629/jsse.v411.19098

B E] MAKFH, FRAERKGZE BAFNER TR AR ZHTHARE, HBLEEHSE
RPN ERBAZ, HASREY THTRELZLTERERE, NELE, RAARRAT 3 F54RE,
W 454 B A R A R A R Bt AR . AR N%Z B R4 E SR FRFNER P
WAL AT AT R E B IBR A LSl AR RS a Rt R E R R LR AT
FITEHEARFZR, BB SRR TFRES R, 5N 2RSS VEFRIER
we A5 B L F RS ALER P RE M AAS A AR,

[RER) MBAZ 854, BENRER, ShFEER,; JELs

FESEES: C931.6 XEFRIRME: A

An Analysis of the Importance of Cybersecurity in the Digital and Intelligent Transformation of
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Yu Yang Huizhi Han Jing Han  Yijia Qian
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[Abstract] With the development of digital and intelligent technologies, digital and intelligent transformation
has become an important path to improve laboratories' scientific research efficiency, data processing capabilities
and management levels. During the transformation process, laboratory data and information are exposed to
multiple security risks such as data leakage, cyber attacks and system vulnerabilities, making cybersecurity a key
factor restricting the effectiveness of the transformation. By exploring the important position of cybersecurity in
the digital and intelligent transformation of laboratories, this paper analyzes its impacts on laboratory data security,
business continuity and scientific research competitiveness, and proposes safeguard strategies including
improving laboratory information security management systems, enhancing laboratory personnel's awareness,
formulating emergency response plans, upgrading and optimizing software and hardware facilities, and
cooperating with external security service providers. These strategies are designed to help laboratories fortify the
"lifeline" of cybersecurity in the process of digital and intelligent transformation.
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