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[Abstract] The iteration of digital intelligent technologies has reshaped cyberspace confrontation, putting
forward higher requirements for the practical competence, innovative literacy and research thinking of
high—level cybersecurity talents. Aiming at the problems of diverse student foundations, outdated curriculum
content and inadequate high—level innovation training in the postgraduate course Network Security Defense,
this paper constructs a three—in—one teaching system integrating differentiated hierarchical teaching,
full—process Al empowerment, and integration of scientific research and practical training. Relying on dynamic
learning portraits, modular hierarchical curriculum and Al—based intelligent offensive and defensive shooting
range, it establishes a closed—loop talent cultivation mechanism combining scientific research and practical
teaching. Practical results show that the proposed model breaks the homogeneous teaching mode, transforms
knowledge indoctrination into targeted capability cultivation and passive learning into active scientific research
and innovation. It effectively improves postgraduates’ practical combat and research capabilities, providing a
feasible paradigm for cultivating high—level practical cybersecurity talents.
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