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Research on Network Security Intrusion Detection Method Based on Image Processing
Dong Xu Xuhua Zhang
Shaanxi Energy Vocational and Technical College
[Abstract] With the expansion of network scale and the diversification of business types, network attacks have
become more concealed, more diverse in type and more long—term. Traditional intrusion detection methods
based on rules or statistical features are facing problems such as inaccurate detection and limited generalization
ability in complex attack environments. Aiming at the problem that the existing network intrusion detection has
insufficient ability to describe abnormal behaviors, drawing on the idea of image processing, the
high—dimensional abstract and real—time changing network traffic is transformed into a recognizable image
representation form, and a framework of the network intrusion detection method system based on image
features is constructed. By means of traffic image construction, image feature extraction and image classifier
design, the purpose of effectively distinguishing different attack types has been achieved. It has high accuracy and
robustness, providing a new idea and direction for the research of network intrusion detection methods.

[Key words] Network Intrusion Detection; Image processing; Network traffic analysis; Abnormal behavior

recognition

ElE

FEBRIM IS5 R, BEE 5 B BOR IR R e 5T 2 N,
W 24 2 2 ) JL ) 2 708, N ASEASE N B A il O R 408 4 4 (1) L2
Bo RGN BA CHME LLRLXS 5 5% 2 A8 (1 B0l A 3 ORT H 2
WRIERE . M2 NI NG B2 2 U e
A, FAZ L H AR IR 0 S Y 4% 2 Gt R G 42 ALV i) 50T
BAT . AZIRERE L 23 Bl 5 S M 1, I8 I 0 M 2%
B ARG HEELE, AR s B, K A B R
TE (22 A D « AR S 20N I 6 U B RO e (oA BB K, I
BUBRIRFAE 22 HT 753, WA 2 T BB AR B A R 28 N ARAS AR Y, Jf:
i3 S BIE H A R S A AT

1 MENERN 5 E G4 R H AR

1. 128 N ARSI 75 92 1A 22 AR J B 5 O e B

A 28 NARASIN H 2 H 4% R 25 JE 5 AN R G i AR R DL, A
AR5 T8 AT N s B . SRR M IF
P — b A AT RS RS B S5 S o A A R e ) SR s,
ZROIFE A AW — A TG E SCUF I B R EAT
VLRCHIEOAR ;s —RIETAT NGO R AU W 7 ik, &M
gk (8] H 2 sl 2220, NRASI by 8 — 5 LA Il Al 7R & X
ARSI A i, 3 th 25 X Y 2 Bt R R B 5 0 W ik
THEER.

L. 2 43 B A ) A5 MR 5 P AL S i

1 IO £ i BT Y L AT T AEREAE RIS R PR R (AR £
PERERE, 2 M oGBS B A 7T RE 0 AE 1 I B R Y L o 11

Copyright © This work is licensed under a Commons Attibution-Non Commercial 4.0 International License. 119



Project Engineering

i =
FEILOS 6 WA 1.062025 4

SCEERM: RS TS (ISSND: 2972-4112(P) / 2972-4120(0)

T BRI IR AT S5 2 AR AL L, i B A e e
FAF RN VR AR A Fe B AR AT 4R, 2o 1 =
ARRAMIRI . R AT T3 245 B3R 2 0 2 R B SRR
WS oy — e s 4R I AT R, A3 B R o A K R AR
A HPOREE, WIRGE T —FBT A 2R E AT B
AT ATAE A TR R H (5 B AT T, B 4 i
TN R G F R ), AR T SR SR FL T e

L. 3G ALBE J5 VA 2 4t o M P & Ak

BT B AL BRER, ERFAESRE B LUK 7 SR 7 AT 1R
KA, BT LA 6] 5544 5 T2 2572 A0 rp 20 W H 46 5 0 Bl P 2
PR o R I 2% 22 (5 RO EIG IR VR, A2 4Eid i
F ST LA A O BAT 2 (R 0 A R (K TR R, AR AT AT
LZE MG P R IR IR I S5 R SO B R SR Ty
T B T o A1 2 o P v 4 58 e SR ) 0 DRI K, O HLRE 8
FESF AR AT N RIS B . RIS ITE UG
T DX G 7y ) UL RS AE 5 HUSE 77 AT B A 2 P i, 0F 195 2437
BRSNS KRB BAT € R B RS, G R R
PR IR ) R 2% 22 oA S HEAT 70 Hr o IS0 P PR AR A 2 ) S A
i 0 2% ke RS SR ARG 10wl 3 JRE AR A ik

2 ETEBRLEHNERN T EEE

2. I B 1R 5 BB AR R T

SR U2 T BRI BE A T7 R AT NAR K A i $12 2% 12 R
IR R 28 R A5, FESEPR IR BT T, SRS 2 HiBE
B 1 ERBFBEAE be H SR S5 R R Y, X 28 A5 2 B T il
RS JEbhE, B, WG S, BARuG RS, A
PRI | Bl B S EER . AT IR SR M T, 2
VEMR A TUREUE, IR ESE A 18] B 1 3 20 bR v AR AE
Felo T AE G ER TR B, R B LA B AR VR
SR YRR IAl e, FEARER A b DU B B S AR R AU L
2 PR A BCRAR A, S IR [ P AT 5 A 5 A PR v 2 B PT AR
BRI A H ISR R I 18] B N BRFAE (B — A 3R
FENEUGHERE, LW 5 R RoR

F(i,)) = Fnin 1)

Frnax = Frin

1) =

H, 13, §) Fon BB AT FIE R, F 3, §) AR
{1 19 8 3t B R AR S 1205 2K, R A X 248 i B e e A
FA SRR BB, )5 SRR S N R IR 5 B8 S .

2. 2 NIRAT B IE SR I 5 A Ty 12

7 52 1 N 2% i B HdE T AL R e, MBS R il e 8 R
AEIEFAT AN ST HAT NRHE R 0 BB — . R,
Wt VEAT MR G R A2 5 IEFAT AR E S AR,
NS R R SUBRANE S AT i B AU, PRI 20
B SRS . W R B AE R T K GE TR BRI Y
T3, 73 BT SUBRE P e W I i 2l 4 22 8 2 A AR DL SR
G DOF SR AL Y FE B LR AL BE W AR L B KN

MOERARAZAC S, SUBLRR AL T4 3 5 S R B ) 2 18] 0 A
RFALE, 3 AN X IR S8 A R DL 0 R R B AN S T 10
BURFHIE"™ o RHIEZR B B, 3R R — 4 R AE AT ) —
WL A P BRFAIE 1) B, DAE T J5 0 0 AR I B AR R A, B
AR I B A 9 B ) SRR AR 77, HE T3 s 2031
FEE .

2. 3HE T BB RIE N R R B e i

BRAF AR B BURFAE AV B, D9 DR IE I U B A HL A 252K
AR SRR IE A [X 43 11 @S2 I AR A A L R A O 7,
FOFERRIC. A 2 RUL LA IR . BB B R A
FANATBEAREA Z2 AL S5 A, AR “PIUCRAN” T7ik.
SEREAT TAE U, X0 AT NIE R ARAT s B R A R P AR
AT R BEAT AHRLEE R H T 2 R, PAREAR IR AR IF 5 T 22 25 1R R
RITERE. FERRLEI L, 487 K8 IMSVMAIRFIE & T h S5 HE 2
B AL, A BRI R RA I & & T/ B #
Pt AHE, AR B ALYE AR K SRS A M B R IR LT,
YUy A P S AR I 42 RN 23 SIS B TC AR 45 5 IR T VR R AT SEEI,
IR R ER OS2 LA R A R A R BIE RN RS R .
TG R R A S LR, 7 A SRR DA IE AL £ AR
PR EINA) — 8853, I HIE LA ] A 18 200 T R B KB 2 4
P EORIEAT I 5, X HE A RErh IR 2 g LURR e 1 7 s AT/E A
[ R 2 1358 o fje 2 AN DR BEN AR TIN, 1 A REdR B A5
£S5 20 R0 (R RV 3, S BT 16 SR B 7 Frey vl FR PR v

2. ML RGBS

BT BB AN T E N AR AL 22 4 B 2255 P8 AR B A 3 S
PRAEAIAE R 2, Ho e B R B R . PR B, R
AEFRI. AR LR NAR G RICIRAN AN BL. E SRR
PR B AT BRI, B HEATIRVE . IUTEAL DU B 1 E S,
FEAS SR Eti i NG —, 7 i B B ok B 25 1 vtk
JE AN IR, UGS . 23R, RR LSRR TR
HAp AT X PR AR BRI R, 50% 270 BTl AT 70 )
W o RGEAHBLTT A BEEAL, & Dh REREH 2 (8] AR EL AR ST H L
FiBe AR5 1, 5 {85 W R G S Thigd ™ . &R H &
LR R 7 2 B A A 8 (0 53 AT N A5 S, AR J 7 R A7 i
FERHE PR A o XD AR SRR E ORUEAS DURS B2 AL b, 327 T R
GEIRE PR Jd I, 96 AL SIEBR I9X 25 1 55 P R B8 5K

3 LW SRS

3. 1SEIR AT 5 B A K i it

N UETE T BB IT 1R AT 19X 2% 22 4 M 0 P A 2800, A SR
NS 6, SR A SR S AN BR AR
IR A L BN LLRGE AN R B S AL ALK,
Ty R AR AT 1 A e sl A A A 7 U i AR . AR
IUrE ES I MG E, RREAE LI 2RO
AN [ P O A A o AE QB SR b, R — D R B R
(0 PR 2 Kt , 25 B B R B D A5 U2, AR AR I 18] T B 41
21, G RN FI A R B 28 AR, AR X A — MR REAThRiAR

120 Copyright (© This work is licensed under a Commons Attibution-Non Commercial 4.0 International License.



Project Engineering

W HIIE
H3 LN 6 HeRA 1.002025 4
SCEERM: RS TS (ISSND: 2972-4112(P) / 2972-4120(0)

DX 73 I i S ki, O BL— 5 L il 7 9l 2k B
R, DLORIESCI0 vPAti 45 SR A0 e S L

3. 2fr P BEVEAN FiEAs 5 KT ik

NATH PP JE T BRI 5 1 0 22 B M % R SRR RE, Wit
THTIRIFFHEFERI P REE R I RN TEAr A R EERA
TREFE AR PRO TR, o & 00 F a5 R gt it & b
RERRCR . UK EZPO R bR HER R . SR R AR A2
o T ARIL A RGHRVERE . X ik R LA
e T BT T B A O DL o £E S UG 7 SR VT I, SR AE [ 52 Hihi
HE A, DA B 0SS5 R DR EAT B SR R s s A 1Y
B 2 73 N SRR A IIRAE AP AN 38 23, i >R FH A R PR 52
B8 R 2 5 R BE NI 1V R AR 300 S 56 R S,
B2 B R SR & T B N R &5, e A RS
A IR ZE 5, X TT i (A R PR AT 74T o

3. 3SEIR S5 R X E o

258 I SRR U5, X 2 T R AR BE AN AR G 77 95 5 4%
G I VA I VE REEAT T B A, DLSSIE T 4R T3 VA KA R o 4
SRR, W I NRAT AR BB FFAE AT R T B AL A
JER Gy 1o PR, AN AT AR e U R T LA B P I R AR AT R
L RS AR T B — AR IE A T VA T &, A2 SR S IR
REAT TR AR E 1 B o, AEVR S AN AR Bl 5t T HR
TIAE BEAHRTARUE — L PG A5 D VA IR B D, AR (R A
UREA SR UK B B2 L AR DL RS SR AR DO R b T FE VP T A
Sele a5 R R, BT EEAHE R T iR AE SR S VE R FE bR AR AR I
TR, Bk T EMR AR B AR AR AS I R O N i . B

AR IR
K1 AFEINRRLN 721k RExT L g R
Rl i T (%) R (%) TR (%)
T GURFAEILRL T i 89.6 6.8 3.6
BTG RFAIE ) 7 RN 7 3% 91.2 5.9 2.9
ST R AR B NAZAS T Ty i 95.4 3.1 1.5

MK EESE R AT LA Y, 2 T R AL B A N R A DN VA A %
TR b B2 AF R R BL, B0 1 AR 52 2% 0 2% R 55 o (14 82 H
7.

3. MR W 5 45 R R

LR RIS R LA, BB RS I T i B A A 0 1
RERGE, FEAN A2 AU BERFAIE AR AL T, 29 P HRAS R AR AR«
BRI RIETE T NRAT A IRFAE 23 8] 7] [X 73k, A7 )T 5
TR KR IR IR A . XA RE IR A T HO

DS RERL A RS Hh VR A5 B AT 9, AR SE PR R 2 A B
B — @ M I AH 2, tNi%E 2 EE AL RO L BLCRHIE
ST E 52 Z RO B DL KA BRI ECR, 2 P 2 BRI
H BRI, A5k BE 5 T RE 32 B REM o J5 SRt T wT B0 T

B 5 RALARF L I BE 7 LSRR & B, DA S8 VA B S B
AR PZR IR T HORS E PEANEE
4 Z5iE

F T UG AL B 1 P 28 NAZ Aar U 7 R4 i 15 B A R,
TH 1 56 B B RFAE B L R AEASEAR A Jl LA B A A, JE e A 2808
TR AT LI AR M, 12T R Rk 2 FIAR R 1,
TE—ERRE LRt TR &R 2T 8 8ok d A 2
Ao AT RN, F EG A ER AR 5] N W 4% 22 440k, T
BRNAZAT NRHIE R 5 77 DA B N AR T AR $2 AL 37 1 S 8
% o AFTE S B S 1, AT T 15 28 I R TP % B 35 22 S P R 504 A
AL 2 T IR BRI . 5 SR AR AT S AR ORI AR R
PERIE 5 K 5 R B Y6 & N S EAT T 9T, DA SR T &
T P 2 PR SRR 3

[EE£]

(120255 I G At R IR LB K F R BHMEL “ATH
BB G M EE RN EBHFRENERAAR” (BT
2025KYZRPO1); (2)2022-4F [k 5 4 77 B b R 22 IR AR BAHH A
£ R T BB —FRBEIEIEG T EH AT IFMAERAR (%
5. 2022KY11K]P).

(5% 3]

C1 08 3 . 261 P R 40 78 B9 3 77 #hat 20 48 2k B e A ) 5 R
A1, 8 20 1 5 BUE L %,2022(7):23-27.

(21 tE, & — U, B A 2 8 o % i s R R B 5 N2 A Il
F A EITI]45 B 5 w,2024,36(16):95-97.

(310 5% o, B0 b, 418 36 T B R & &, 45 AE 8y CBAM—CNN
W 5 NAZ A 77 3% [0 45 B R 4% 4,2024(9):1422—-1431.

(A& H. A TREF AN ME L2 NZRN G 5 H S A
7 [J1.% i 4k i, 2023(3):31 —33.

(5148 7 3T AL 45 22 2 B9 N34 I B R #F 52 004 AL 3t
E.,2024,(7):3—6.

EEE T

AR (1997—-), B Rk, B G 8 A B Bh R BT R s )
GBwh.

K IE A (1987 ——), 4, Bk, b ® s o AL B0, &) 348 A R o7
wr: AL A .

Copyright © This work is licensed under a Commons Attibution-Non Commercial 4.0 International License. 121



