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Network Security Protection and Anomaly Detection for Thermal Control Systems

Haoyang Lv
Huadian Kuche Power Generation Co., Ltd.
[Abstract] Thermal control systems, as a core component of critical infrastructure in power, chemical, and
metallurgical industries, directly impact industrial production safety and public interests through their stable
operation. With the deep integration of industrial informatization and intelligentization, thermal control systems
are gradually breaking away from closed architectures and transforming towards networking and interconnection.
During this process, network security vulnerabilities and threats have increased significantly, with frequent
security incidents such as virus intrusions, malicious attacks, and data tampering, posing a severe challenge to
system reliability. This research, based on the structural characteristics and operational patterns of thermal control
systems, deeply analyzes the current network security risks and threats faced by these systems. It systematically
elaborates on the construction ideas and key technologies of a network security protection system, focusing on
the core methods and implementation paths of anomaly detection, providing theoretical support for improving
the network security protection capabilities of thermal control systems and enhancing the accuracy of anomaly
detection.

[Key words] Thermal control system; Network security protection; Anomaly detection

515

FETNbA. OFEB) T, ool A2 il 8 Gt 1) 53 A1 2 %] 4% 42 il e 7
TR RGN NSRS S S T RS, )N
FIF K A% L A REIR SR AT, H AR B AT LRGP kA
74 IR A ) 2R G ) 4 22 4= B P 5 e TR O, R
BRI A R, SRR AE TR ) S5 A R, A DRI G B S il
Bt % s AT BV F R . AW TOR ISR s B B
PR R S E AR BRI E S

1 MERTIEH RENELLHIPER

L 1ML FBid

0 2% 300 F- 8 FA A% 1) AR SEARA AT B UM A\ AR B 55— TE B &,
FLRTA %2 ST T4 1) -5 A1 8 I 4 (ol A BRI L ELIER
W) 2 2 B S5 AT ] o S, ISR P AR G 8 5 I e
G & 753K, SRR 2% 12 F R B AR - Tk Bl K BRI 4534
TP B SR A, LA B X Tl AR A SRR BE T S
JETIRE. Wi A ERE S+ BRI 107 3, e AR
19 55 G 190 2 22 T £ e A B Ak o 0 /E AR R R o,
OIS 2% 2 18] i) ELEGE 3%, S8 I P9 AR A7 i A 5 s DL
B8 1 B P A, 87 L A I % 0 T AR A S
TEEE AL IR T NAR IR T R G AL LR v, AR £t

194 Copyright © This work is licensed under a Commons Attribution-Non Commercial 4.0 International License.



Project Engineering

i =
F4LOS 1 WA 1.062026 4F

SCEERM: RS TS (ISSND: 2972-4112(P) / 2972-4120(0)

e 10 5 SR, ZEC 19 1) 1412 SR s, Al DR e £ i 1 & s 1
S

L 283 4 BT d

23y B AR N AR ) R G0 1 A i 4 R 2, B B DCS % il
w BREOCGR. MR BT RS DLRRAE B TREITuEAE,
Heg VR BB RGN R €8T I, s 2
B PR M 2% 2 AR R R EIAT . JRTTRT LS a2
S R 22 A 4, 0ok S R ) B a6 (URDCS ) %) EAT4)
BP9, BET AR, BT 12 RS PR R 55,
B 11 15 4 A AR R S B I T DA Bk A 1 4% T K
PF2z 22 T T8 RE 28 S oo, I RIS S v 4% [ 1 5 1 AR

RGN T, BR O AR OB LA B 1 5 RS,

WM E RS S U GEL, B & AEE S
o NPT HRAE G TR, &2 AL, M 223 TR FE K
- ENNR R R 4 (HIDS) 5522 A3 ik, SEF Il EMLMIseT
RIS, KB RIS ERRE . SRR . R TE2IH%
i i A%, T HAIEREVE G, TOVESCRER T 2 2B HR,
it B i E SRR A T O TR, B B E IR & 0T
B JGVE B ML IR &, P LSRRG 5 9 4 475 i, PR o) FE 5 LA 5 4%
HEAE O B, PR 24 XU

L. 3IBAE L2

WS AR R iEG R8s i e B S LR
I, T AR W ) 22 AR, B0 T E AR AL . £
P SRS AT, BAEE 22 . Bk, R
AR E B B T E G, #E) HB A 22D REr
L. B, Ktk G Modbus BN+ 2 AModbus TCPSecure
P8, I FH SSL/TLS IR % 452 A o B4 A J kAT &5 4b 28, % H
OPCUARIMI EAROPCCLassic i, it A B I S A IiE . BURE
)5 B s T e, SO A e i 22 A v o U G AT SRS
[E PP S0 T () P e, IR 4 i A o St s g A7 i 9 B8 iE S5
%, BB EAR A Y BSURTR AR R 85 P 8 e o g Al
P CER AL I N2, IR AR R A T B4R A S HE, TRRR
1 24 T @5 B SRR S BURAE IR, X 2 51815
B &5 P AT PR 1) B SR s B AR A B e . USB
B AR 2 SR T 2, B R B S P AT
P 5 B U U7 [l 2 ) (RBAC) B 2, AR [E 7 5 3 & B A
B IR VR AR, P2 A% PR o 5o A% 0o 428 1) 48 25 SRR B3040 1 U 1) AL
PR, 77 L AR AL ERAE

L. 44 2 Wi

O R G0 O BOHE CL S ST s i B0 L W B AT EUE
PR TR SS, XSRS R RIS AT 5 A T B A% O AR R,
Ha oW HERT Tl A~ Miae 5% 4. SR 2P v
GIRREE . AR AR 8T S R I, SR B AR %
By Vi B B 2 MR T B, IR AR K 58
bk P S AT . BT IE RO R AN, N R R
LR AR S BE RS R M e 21, By b 2 s 3t SR sk

Dhid o RATINE MR, X RAE I BEHEAT SEm s A2, i
DREHE AL A% o R AN 50 BB O o A B A7 i3 15, R
INEAFREBOR, X U2 A7 0 5 Ab B P A7 fk 21 K 128 o
RIS, S 37 58 36 (0 K 46 0 5 TR AL, S ST Bod BEAT %40,
B A RS HEAT AT G, W0 ORAE 2R G0 R PR R 22 G S,
e PRIE VR S Hodls, DBk . AR AL RS, 5 s xt £
A8 U7 1) (AT BR A2 81, 7 R A AN ) PR Xk et 14 0 1 91 P 5 4
PEALRR s 0 BRIt HEAT I GO B, £ AN R i 508 5 FH 1 A T
FET, B h B BURAE S, By L B i B

L. 5 A PR R

PR3 W) 2% 22 4 B 7 1A 2% (R B A, T 58 9 1) 22 4
R RN RBEBOR B P e WA RS A G BE  FA A% ) R G0
I8 Al ST A e R % 22 AR PR, WA TT SN R
W% 22T, U “ eSS, RREATT 7B KR,
P8 I) 7 St R 5 ¥ A I 4% 2 A B B, L9 Y L )
FE BURREPEIRE | 22 Anh T BRI L . N O W i B2 5, RV
FIURIENRE, ORI L TAEAERE. 756, MR 2
InsE Mg 2 Il 58, B9 TN RS ZeEilEt
AeBETT. RE G 48 2e Al P97 IR i X 2% 2 4 KU 131
TP BOR . B BRRESETT T s TR 45 22 42 B 2R 2,
PRI TAEN GRS X 28 22 A AT IO AL B BE TT o TR I 7 B AT
FERE N NS B AL, 0 2 5 Tl RGT e E 5 5
M SAHEAT R B0 S B 5 BB A%, B R N A TSR TR S
Bl o XoF TS N A 4 0 2% 22 e N S AL AR, ) RE AR £ 8
LR VATTE S I U N S A s - k) e )
SE IR TR BEAT 1T 5 583, B IR TS AOAT XL S AT A4 - 2
HHE I 2 A AR, BERS DR S 3 B R TR, B R
R AL B, 42 PR, BRSO o LA, 3 R
CESTEOREE e ol SR TRy (S VAR S ree NP s Ry )
i, B EREREOHT B 2% 22 A U5 B S B B, 3T R G
S VIE

2 BTG R G R ERNE AR R

2. VTGt Hr (0 53 W Rl BoR

BT GETH XM I R R N AR foe 7B T Tk A% 1) &R 4t
FEHARTI REOR 22—, FotZo0 SR PR 0 AR R IE
BATRE TR SH (WA E . 4. WHIsITSH
55) WEAT G A, SRR IBAT B ST, AR5 R S
I 2 ) 2 K05 Ger R EAT X B, 2 K 0 A Y Y RV
B, P58 N HAT o AT FUAE R I 7 220kl T S IR H 2
IPIRE T SEE 577 2, BOE & BRI BMETEE, 2Sen 24
P DAL ) RV RIS DA 5 7 o 1 SRS ik JU e e g A
BIER ST BIRHAT RIS, TR A I H B %, 5 S i %
a5 1 H e A AT UL, 5 s JovR VL C BIE ] 1% B %,
WPRISE RS o 12T IE T 2RO AT O R 2R A T A% ] &
gt, Befs A AR R S IR I AT S BRI 57 4T . DL
SO FEAR DU 2 T DU AR A AR Y, e - B S A R T IR

Copyright © This work is licensed under a Commons Attribution-Non Commercial 4.0 International License. 195



Project Engineering

W HIIE
FA4LOH 1 HeRA 1.002026 4
SCEERM: RS TS (ISSND: 2972-4112(P) / 2972-4120(0)

MM, MR T e R, HE AR % REA
BRI AN E PEHERL AR ), BB AL B T3 ) R 45 R 2R
MR S SRR e M. — D7 THL, A2 AR T G AR A (R AR i 1 s i,
YT H R G NIEAT TR AR, IEH 70t 2 b
R, F G e R b T, o S EORE MR B aliR
ey 5 — 7 T, SR A ORI 5 IR R s AT R 2 R RN
FIBRR T EAT N, WEBMSEER . UMBETR S E N,

2. 2FETHLAR = I I S w A B AR

B HLES I BRI R B8, HoAE Tk R 485 5 Rl
B FH SRR Y7 o R TATLAR 2% o I 8 A U AE e o 4 T
el R G D7 S s AT B AT N 45, TR B SR EH S
SH BTSN 88 2 ST B AL, SR 5 ) FH A 2 o sz i 4
PHEAT 3 28 5 20, TRHLT AT BRI 5 2 T Gt o A L
AR, ALY ST HAR BA TSR B & M e ) SR TI §E 7,
REG5 A RS0 T8 RIS T TR 5 5 R0 7847
No HFHBINLES 2 ) BIEAFE SRR E L (SVM) « PSR B
AR KIEAR (KNN) 55, SZRR A L8 F 4R 2 258 P,
W IEHHE S 7w AR X Pk, BRBESRNZARE ST, & A T
Fe AR 1 R FE R T R G, WIS R R 2
FHESH (BRI . il RS 1E N,
I SCRE AU AT ISR, SRR S D 2 AR

TR SRR B 0 I ) AR LR 5 ) T o AR R, AR AR R 1
TESHOE D AT PSR, S ) B 1200 QE R BUR ) 5
B HETY fR REVE BR L T AR P DS A, B TN SR P SR
BRI RIS R BRI R 5T 2 SR I 2 il
SIEE, 1B H A A I TIO 25 R, 5 i A 1 v T
PEETRE M, GBS AR — S B L& . K 4R 5L
Y3 T AL S M T A 5 ) s B A R B U R,
B P 3 o0 KB o, R I KA S A A2 ) 1 5 S i 4
WA ZEE ARG REE R BRGNS, ST
B 4> AT BRI SR T R G A . SRR AL B K &
S HCHE A — 8 R R M

2. 3FETIRE 5 2] M R w A R

F TR ST R AR I AR AR T A SR B R e, HLd
M IR E AP SRR, Gef% B SR B LI RAIZATH
P R Z L, SRR 2% S AT N RS HE R« 5 AR S
A2 S HRAR L, VR ) AR AT S BRI RRAE 2 2] 66 ) 5
FCRBIEE ST, GBS AU HE A Tyl RGP KB ARL M =g
PR, 38 06 S AR S P R m g 5

WP IR B 2 SRS B A 88 (AR) o 5 PR 1 42 R 4%
(RNN) « KA HIHTAZ P4 (LSTM) o FARMR 2 P4 (ONN) 2%, 245K
i U 50 R T B B, EE MR ZE N s A A R SR
R R BEWR . H RIS T L B SR AR A
P R G R, BAT BRI ST M 3 T4 R 40
(EIZAT S H (W E PR 77 WSS FLA W LI R, Jd i
A I e 22 N 24 B S AT IZ R 4 B R, R 2 5] 3 IE W 3B AT I
J7 50 PR A8 A A, 224 SR I 7 45008 i 8 TE 3 AR T, 3 5 Ry
B AP 20 X 248 T K B BORCHE T A 2 TR RS AIE, 6 R T s
RGN EGEHE (& BB MR R %) S H A
HEAT T IZ BRI s ) AT LA I A 2 A AR, B S E B
PRI RGO TR EERAE, TR B T RS (s
AR WMHREE) s (HET IR o) S E R AR AR — 2 1)
AR, BRI S5 T BRI T S TR R A
Ptk 2255, 75 S BR ML o 7 A A TR ) R G0 0 LR 7R Rk
iRt

3 &iE

T RGAE NI SR R A% O, H 2 e &2 50°F T
v A 77 5 R 2 o A ST M R G2 A A, B
YRR AT ALY R RSB EE, TRVT T 2 R R B A AR R o
B 4 A R M A 7R LR A B A A, R RN BE Tl IR 5 4
RIE G — R R . RN, 35840 A e s bn e . Rk
BARBER, T OB [ E Ttk DR RS % 4istT, 7
FR T 5 R R R

(&% k]

(112 #% KN ERE X TEOHABANN I HARETE
A 38 77 R LI1 G E AL F,2024,41(2):108-114.

(205 Mok )" (T B 3 b R A B % IR BB 447
(1AL 5 B F 45 %] T 42,2024,6(20).

(315K .7 AT E 20 L R AR B & WA XA L]
R0 % 5 B A ,2019(36):145—1 46.

Ak Ak i m B KRl AEH R AR E %4
W 47 % F 17 #2LJ]. B 3516 51 A L2020(1 1):60—61,64.

[S14k A ./ ) #h T4 %1 & 40 5L A H W40 T 3t 8 A LID B
245 K A #,2024(9):21 7-220.

EE B

B 28 (1994——), § 50k, I B i b AL K+ B3 TAZ)F,
BRI ey AR

196 Copyright © This work is licensed under a Commons Attribution-Non Commercial 4.0 International License.



