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Application of artificial intelligence in network security threat identification and defense
Jirun Zhao
Taishan University of Science and Technology

[Abstract] Artificial intelligence has demonstrated remarkable effectiveness in computer network security,

strengthening threat identification and defense capabilities through advanced algorithms. In terms of threat

identification, it accurately detects malware, monitors abnormal traffic, identifies phishing attacks, and effectively

alerts potential risks. At the defense level, artificial intelligence helps automate penetration testing to expose

system weaknesses in advance; Optimize security operation processes to improve response speed; Strengthen the

identity identification and authentication mechanism to ensure access security. Together, these applications build

a more intelligent and efficient network security defense.
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