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Network Security Design of Intelligent Coal Mine Industrial Control System
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[Abstract] The network security design of intelligent coal mine industrial control system has become a key link
to ensure the safe, efficient and sustainable operation of coal mines. Based on artificial intelligence technology,
this paper proposes a security solution for industrial Internet in coal industry, aiming to build a comprehensive
and intelligent security protection system for industrial control system. The plan addresses the network security
pain points of coal enterprises and designs multidimensional security protection measures such as threat detection
and immune system, IT+OT deep protection system, and security operation center. Introducing autonomous
Al algorithm engines, full network asset visualization, bionic human immune mechanisms and other

technologies to achieve active defense against known and unknown threats in industrial control systems, and

enhance the network security protection level of coal enterprises.
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