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Practical Network Information Security: Construction and Configuration of DVWA Shooting
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[Abstract] The importance of on—site practical experience in learning web security and computer security far
exceeds theoretical knowledge. The shooting range is a simulated network environment designed to have
multiple security vulnerabilities. In this environment, security researchers, students, and testers can test and learn

about the security vulnerabilities of web applications in a controlled and legal environment, trace the principles

and operational methods of the vulnerabilities.
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|# try changing the 'db_server' variable from lacalhost to 127.0.0.1. Fixes a problem due to ~
sockets.

# Thanks to @digininja for the fix.

# Database management system to use
SDBMS = "MySQL":
#SDBMS = "PGSALY // Currently disabled

# Database vanables

# WARNING: The database specified under db database WILL BE ENTIRELY DELETED during
selup.

# Please use a database dedicated to DVWA,

#

# If you are using MariaDB then you cannat use root, you must use create a dedicated DVWA
user.

# See README.md for more information on this.

$_DVWA = array();

§ DVWA[ 'db_server' ] = getenv('DB_SERVER') : '127.0.0.1"

§ DVWA[ 'db database’ | = “dvwa’; oot
s DVWA[‘db user ] = T o

% DVWA[ "db password” | = ‘p@sswird'; 4= 20froot
$ DVWA[ ‘db port] = "3306;
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; Whether to allow the treatment of URLs (like http:// or ftp://) as files.
; http://php.net/allow-url-fopen
allow_url_fopen = On

: Whether to allow include/require to open URLs (like http:// or ftp://) as files.
+|; http://php.net/allow-url-include

“Bllow url include = Off] | &— & 002
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Setup Check

Web Server SERVER_NAME: 127.0.0.1

Operating system: Windows

PHP version: 5.4.45

PHP function display_errors: Enabled

PHP function display_startup_errors: Enabled

PHP function allow_url_include: Enabled

PHP function allow_url_fopen: Enabled

PHP module gd: Installed

PHP module mysql: Installed

PHP module pdo_mysql: Installed

Backend database: My SQL/MariaDB

Database username: root

Database password: *****

Database database’ dvwa

Database host: 127.0.0.1

Database port: 3306

reCAPTCHA key: Missing

Writable folder D-\phpStudy\PHP Tutorial WW\Widvwalhackable\uploads\: Yes
Writable folder D:\phpStudy\PHP Tutorial \WW\W\dvwa'config: Yes

Status in red, indicate there will be an issue when trying fo complete some modules

If you see disabled on either ailow _url_fopen or allow_url_include, set the following in your php.ini file and restart
Apache

allow_url_fopen = On
allow_url_include = On

These are only required for the file inclusion labs so unless you want to play with those, you can ignore them.
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