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Requirements Analysis and Design of Network Vulnerability Scanning and Penetration Testing
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Wenxuan Gan Bin Liu
Panzhihua University
[Abstract] This article takes network security as the research object and deeply explores how to meet the
domestic demand for self—control. The article proposes an innovative network security software design scheme
that combines advanced technologies in the fields of Kunpeng technology stack, Al technology, network
security, and IoT to build a fully domestically produced vulnerability scanning and penetration testing system
solution. This article elaborates on the design ideas, functional module division, design methods, and key
technologies used in the system. This solution not only provides strong technical support for network security
protection, but also has certain application value and research significance.
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