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[Abstract] In the face of an increasingly severe cyber attack and defense landscape, securing artificial intelligence
systems within trusted data spaces has become a significant challenge. Traditional defense—in—depth strategies,
due to their rigid defense capabilities and lack of flexibility, struggle to cope with dynamic attacks such as
Advanced Persistent Threats (APTs). Therefore, this paper investigates an autonomous evolutionary large
model—driven active defense architecture based on reinforcement learning for big data. Firstly, a theoretical
modeling framework for active defense is constructed, modeling the attack—defense process as a dynamic game
and employing deep reinforcement learning to solve for the optimal defense strategy, thereby achieving
continuous optimization and evolution of defense strategies. Secondly, an active defense system architecture is
designed, integrating a big data analytics platform and leveraging large models for real—time threat perception
and defense response decision—making, while also integrating domestic hardware and software infrastructure
through standard interfaces. Adversarial experiments are conducted in Al system attack scenarios to train the
defense agent to automatically identify and thwart attacks.
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