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A dynamic stride projection attack method based on attention guidance
Xiaoyu Li
Guangzhou University
[Abstract] Black—box transfer attacks generate adversarial samples from the source model to induce
misclassification in unknown target models, serving as a crucial method for enhancing model security. To
address the challenge of multi—step attacks easily overfitting the source model and reducing transferability, this
paper proposes a dynamic step—length projection attack method based on attention guidance. This method
leverages the high transferability characteristics of initial perturbations during the early stages of the attack,
adaptively adjusting the step length to minimize ineffective perturbations. It also utilizes an attention mechanism
to focus potential perturbations on model—sensitive areas, thereby improving attack efficiency and cross—model

transfer capabilities. Experiments show that this method achieves significant performance improvements across

multiple models.
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R Wriki )y ik Inc-v3 Inc-v4 AVG
v2 52 50 101
MI 100. 0% 51.1 46.9 39.3 | 46.6 | 41.6 | 54.3
ST 100. 0% 64.8 59.6 48.9 | 57.0 | 52.4 | 63.8
VML 100. 0% 74.5 70.7 63.3 | 68.0 | 62.5 | 73.2
Inc-v Admix 100. 0% 78.6 73.2 68.0 | 74.3 | 69.2 | 77.2
3 PI 100. 0% 52.1 34.7 38.5 44.2 | 40.9 51.7
SI-NI 100. 0% 76.3 75.1 67.6 | 73.0 | 69.8 | 77.0
GE-AdvGAN [ 100.0% 90.9 75.1 88.1 74.0 | 69.9 | 83.0
Ours 100. 0% 81.4 79.6 75.1 | 74.6 | 70.2 | 80.2
MI 61.6 100. 0% 45.3 42.4 | 45.2 | 42.8 | 56.2
ST 71.9 100. 0% 55.6 49.4 55.6 | 48.8 | 63.6
VMI 83.0 100. 0% 76.1 68.8 | 71.4 | 68.2 | 77.9
Tne-v Admix 88.4 100. 0% 82.9 77.8 | 79.6 | 75.9 | 84.1
4 PI 52.6 100. 0% 30.7 36.8 | 40.7 | 37.0 | 49.6
SI-NI 85.5 99. 9% 79.1 72.8 | 75.2 | 73.0 | 80.9
GE-AdvGAN 88.4 100. 0% 69.1 81.4 | 81.4 | 80.3 | 83.4
Ours 90. 1 100. 0% 85.6 82.1 | 82.5 | 8L.1 | 86.9
MI 61.4 53.9 99. 3% 45.4 | 50.2 | 45.0 | 59.2
ST 75.9 66.8 98. 3% 55.5 | 61.9 | 57.9 | 69.4
VMI 80.7 76.4 99. 3% 65.7 | 69.3 | 68.2 | 76.6
TncRe Admix 90.9 88.8 99. 5% 83.4 | 84.5 | 84.2 | 88.6
sv2 PI 53.8 48.1 98. 6% 38.1 40.7 | 39.1 53. 1
SI-NI 87.8 83.1 99. 9% 75.7 | 78.5 | 77.1 | 83.7
GE-AdVGAN 87.4 83.4 98. 9% 80.3 | 79.2 | 79.0 | 84.7
Ours 91.9 90.0 99. 9% 86.6 | 85.4 | 85.9 | 89.9
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