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[Abstract] This paper proposes a malware behavior detection method based on system call information,
integrating the advantages of HMM and LSTM algorithms. It employs HMM to mine the contextual
dependencies of software behaviors and segment system call sequences, addressing the contextual
information loss issue caused by fixed—length segmentation in traditional detection methods. Drawing on
the idea of LSTM—based sentiment analysis, an attention mechanism is introduced into LSTM to enhance
local feature extraction, improving the accuracy of malicious behavior prediction. Furthermore, dynamic
threshold construction is achieved through multi—batch training: the optimal threshold for each batch is
determined via ROC curves of different training sets, and the global threshold is optimized by variance
analysis of related parameters, effectively expanding the model's applicability scope and improving
detection accuracy.
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