Advances in Computer and Autonomous Intelligence Research

RS B =BT R
FI3LOH AN OMA 1.0020254F
ERM: RIS (ISSND: 2972-4236(P) / 2972-4244(0)

HF AT Agent BRI HEX I 25 A AL

212
IO B R
DOI:10.32629/acair.v314.17935

B8 =] AR R R R G LT, M %% 4 R eAdL R AT T 0 AR E RSB T HHEN %4
KR ERUR TG EATA . WS ERARE] T AR E20AER, ALRE T —FAAL Agent
i) A B a6 i 5 IR R SRS ANAZAR AU, AR S R R IR AEIR I ST A A BT . Agent T
FRIRA R F I D AR L P LEAT A 09 5 B Sl Fe R R 5 R GR A o R R AL B | Pl Agent
18] 093845 2 F43 8 . B ANZAMFAR IR X T AT A 690 AR ) B S A G A IR W A AR AT
PR R Fodg oK T BN L o RETY R, Fot. MR Sk r £,

[KEEIF] A% I ; Al AgenttFl ; NAZAE ]

hESYZES: TNO34.85 CERERIAFD: A

Intrusion detection mechanism for edge IoT devices based on Al Agent collaboration
Cai Gao
GUANGZHOU UNIVERSITY OF SOFTWARE

[Abstract] With the continuous expansion and application of the Internet of Things, network security risks are
becoming increasingly serious. Intrusion detection technology is an important component of the Internet of
Things security system, playing a crucial role in identifying malicious behavior and resisting potential threats.
This article proposes an edge [oT device intrusion detection mechanism based on Al Agent collaboration, which
utilizes multi—level data feature extraction, anomaly detection and judgment, and Agent collaborative decision
aggregation to achieve real—time monitoring and threat recognition of edge device network behavior; The
system adopts a layered architecture to process data, optimize communication and information sharing between
agents, and strengthen the response capability to abnormal behavior through dynamic intrusion detection
processes. It improves the overall security protection efficiency and intelligence level of edge IoT devices,
providing scalable, real—time, collaborative and efficient solutions for IoT security protection.
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