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Research on network security of air traffic control system virtualization technology in civil
aviation
Yawen Shang
North China Air Traffic Control Bureau

[Abstract] The air traffic control system in civil aviation is a key link to ensure the safe and efficient operation of
civil aviation. With the continuous growth of air traffic, it faces tremendous pressure and challenges. In order to
improve operational efficiency and service quality, virtualization technology has been widely introduced and
applied to the air traffic control system. Virtualization technology has the advantages of improving resource
utilization, reducing costs, enhancing flexibility and scalability. However, the introduction and application of
virtualization technology also brings new security issues and risks to the air traffic control system. One of the
most representative and harmful security threats is virtualization escape, which refers to the attack method in
which attackers exploit vulnerabilities or defects in the virtualization layer, break through the restrictions of
virtual machines or containers, and interact with the host operating system. Once a virtualization escape occurs,
the attacker can infect the host or other virtual machines, steal or destroy sensitive data, interfere with or paralyze
the normal operation of the air traffic control system, causing serious consequences. Therefore, this article aims
to explore the application and security issues of virtualization technology in the air traffic control system of civil
aviation, and how to prevent and deal with security threats such as virtualization escape.
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