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[Abstract] With the development of the Internet, the types and complexity of network security threats are
increasing, which requires higher intelligence of network security defense technology to cope with the changing
network security threats. Therefore, the intelligent identification and defense technology of network security
threat based on artificial intelligence is a hot research topic in the field of network security. In this paper, the
application of artificial intelligence in the field of network security is summarized, and then the threat
identification technology based on artificial intelligence is analyzed in detail. Then, it introduces the network

security defense technology based on artificial intelligence, including intrusion detection and defense system,

malware analysis and disposal technology, and vulnerability mining and repair technology.
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