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[Abstract] This paper discusses the practical application value of artificial intelligence—based situational
awareness system in major network events. In view of the lag of traditional security mechanisms in dealing with
new network attacks, it is proposed that Al situational awareness system realizes comprehensive real—time
monitoring of network environment through deep learning, machine learning and big data analysis technology.
Al situational awareness system can visualize complex security data to aid immediate decision making. Use
machine learning to automatically deal with anomalies and reduce labor burden; In addition, it can respond to
threats instantaneously and dynamically adjust protection policies. The combat case demonstrated the system's
ability to identify and respond to APT attacks within one minute, demonstrating significant benefits in
improving response speed, accuracy, and defensive initiative.
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