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[Abstract] With the development of network technology, network security challenges in the era of the Internet
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of everything are becoming increasingly severe. The need for threat intelligence is growing. Taking Indicators
of Compromise (IOC) as an example, this paper discusses how to improve the automation and intelligence of
network security defense system through threat intelligence. Using the data resources of Virus Total platform,
this paper adopts the data—driven method to build a feature engineering mechanism to realize the automatic
labeling of IOC tags. By means of expert rules and simple supervised model, the reputation and threat
categories of IOC are classified and predicted, and the generalization ability of the model is verified. This
study provides a new perspective and practical guidance for network security defense, which is helpful to cope
with the security challenges in cyberspace and promote the healthy development of the network environment.
Through in—depth analysis and application of threat intelligence, the efficiency of threat detection and
emergency response can be improved more effectively, and an intelligent network security defense system can
be built.
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