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[Abstract] With the rapid development of artificial intelligence technology, large models have shown great
potential in various fields, but they have also raised security and ethical issues. This paper proposes an automated
jailbreaking framework aimed at systematically improving the efficiency and success rate of jailbreaking attacks
on large models through the application of process engineering methods. The research first uses Lean Six Sigma
(LSS) and DMAIC processes to design and optimize the jailbreaking attack process. Subsequently, process
analysis techniques are used to identify and optimize bottlenecks in the attack, thereby improving attack
efficiency. The research also involves risk assessment and ethical considerations to ensure the safety and legality
of the research. Through modular design, the jailbreaking attack process is decomposed into multiple
components for easy reuse and updating. The core of the automated jailbreaking framework includes initializing
attack configurations, selecting and mutating promising jailbreaking instances, constraining and evaluating attack
effects, iteratively optimizing attack strategies, generating detailed attack reports, and managing risks and ethics.
This study not only improves the success rate of jailbreaking attacks but also provides powerful tools and
methods for the security research of large models, laying the foundation for future research and practice.
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