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Risk analysis and prevention of intelligent door lock
Huang Peiqgiang
Guangdong Dinggu Jichuang Home Furnishing Co., Ltd
[Abstract] The terminal and cloud platform architecture of household intelligent door lock is
proposed, the user data and security services that should be protected in the intelligent door
lock are defined, the current information security risks faced are analyzed, the information
security risks faced by control units, biometric modules, password keyboards and other modules
are identified, and the information security risk analysis and risk prevention methods for
intelligent door locks are given, It can help intelligent door lock manufacturers to identify
security risks during technology selection and scheme research. At the same time, from the three
dimensions of security technology scheme selection, enterprise supervision and industry co
construction, the paper puts forward suggestions to improve the information security level of

the intelligent door lock industry. This research is applicable to consumer networking smart door

locks.
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