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A Brief Discussion on the Network Security Collaborative Defense Mechanism

in the Industrial Production Industry
Shang Shengguang
Sinopec Shared Services Co., Ltd. Dongying Branch
[Abstract] Industrial control systems are the fundamental core of industrial production operations,
and the network security of industrial control systems is directly related to the production
safety, economic interests, and even national security of enterprises. However, from the perspective
of the industry and enterprises, the security of industrial control systems has not formed a regular
detection and evaluation mechanism, there is a lack of institutional standards, and the ability
to assess hidden dangers is insufficient, making it difficult to comprehensively and deeply
discover existing problems. Therefore, building a network security collaborative defense mechanism
for the industrial production industry and effectively protecting industrial network security
has become an important issue that petroleum and petrochemical enterprises urgently need to
address.

[Keywords] industrial production; Network security; Collaborative defense mechanism

F 2010 4 “FEMHE " HAEEPE DG, T8 %48
FrUGE B R S0 B A 9TE . 2021 4F 5 H, 38 R it i A
Bz EREANS R EEIE A RER B Bk
(DarkSide) {0428 JUIR Ik A& F B R BRI MG, FHK
(NIRRT S A B ey W 3 G I P T GO = 1 = S
i i g T 3 H X 2R, THEZ2eCmN
5 R R TR DA AT LA Tk A 347 5 (KR Bk
PR 42 0 2 Sl A A O SRR 99 1, Tk AR 7= 22 iy 2 A
—REE S, MR RS RO EAT L BEREE )

R o PRI 7 B STAT b A PR I 246 222 4 W [R] BT AL

1. BT AR ETSELRILE

SEIAT AV A P R 00 2% 22 Ay, 7 S BT S A
IR MMM FR e EIIHLIRT, Hrm ) Tl i 2 2
i AT REE A2 B L AR IR R SE TR R R TT E % %
ERKERE L BEIRE, MBI, ML, B
TR T 0 265 1 A [ BTL A o) e e T e FEE 35 A T i, PR
PR WA, THAT LN B LRI RE /I /K, WFFC
R NS Mt B AR AR ST

148 Copyright © This work is licensed under a Commons Attibution-Non Commercial 4.0 International License.



Engineering and Management Science

TREESBHEMS
65O 08 A 1.062024 4
EHA: W TS USSN): 2705-0637(P) / 2705-0645(0)

2, RAXBESEMIHLRERIFKTE

SR OB E S AR BN E TR ), b RAT b G
{5 BB E RN, R SCHEAT Ml FE B0k 55 A X 45
Bt (5E ARG, TIE RS BI85t
FOORBEAS B IERE VO E ORI I, IR HT RSB B 2R
BORERCA S M 555 rU B R A, 0k S B A5 R A SOt R HUE
AR XA 22 A PR IE T, B DR OB (5 JE IR B A 22 4

TR BE B I T Ve 14 19X 2% 22 4 4 R XU s AR
RAR. BT RA LS, 8 L S A X P AT % &
4 ) B 22 A, ORI SR IS A At i PAY FO ) B B2 A
WHLER . WHEREAT AR, BRI ORRE B
TERIBURE R, nsREdR . A, R I, &,
B 2 A PRI T Tt . XTGBT S IR it 2 A R T R
BLAE, 2RI E HIRIE, 88 oM R 0} 22 4 i) ik
ATAESE, TR N i o 253 S A0 L2 T Vs 42 ), iR R
ST R L ARIBAT . N BT B IR BN T AR LA U PRAG
ARSI VAL A IR TR AL, ) R 2 S B T SR e 2
BLAE.

3. BAMBR EUMFNELES

FESL LML MBI T L il A4 1 I 2% 224 i 0 30
BRI BT E BE RGN L R G R
MeHEEEE RS, LHEASS KRG B EMEE T E
rlifE, JTREERGHFEDY, EMHIUTRZENE,
AT A R ] EARNAR P2 I Bt X2 A e i
TR RO S o ATV B T TR 2% 22 AR e i, LK
BRI EIPH, WITKEIR T — UE R, iR
PEHEAT AW AT, B AT WA L] 1A Al 3 AT AR
IR g 2 A T LI TR, S A D9 4 B B 4 WL A

PR T B, W L7 BRI FL S Tl 3R
BERIRL% . N FEAME, FFEASE TR MA
B R IR S A TR . — O, WA e R
FE R ARG M 2 BB 2P BRI
HEEHINETE. F—Jrm, LA IIEAl 24 R 45 2 4
WS, TG B B B e tiag, SRR BRN R e
WA RE, k4 2 4 i3 7 AR AT R IE .

4, RATERGME R ERHFEE

R, KR DR RGN T kA o R .
b AN R, T R G A AT BUE WA PEAS AL
i, IR RRAESR G, PRASFREREARL, Tk, WA

RIATAEI

IR (DA% ) R G005 B 2 i e ), IR L
BERGZAIR, PRI T RG ™ B S5,
HEMTATE KU R IR, ek T R 5% TR B AT 40 B0
A, VPG TR R GRS A AR A AT A, AT E A B
MR 2 4 fida 75 58, MR T i & A PRI 5 T T G A
ANTEH, DR MEAREE e, GINE. TR
W24, ZAa il MaTRES, Wir s, BiRga.
A A A S T T () A% e R B RO R

ITb s AT 2% 2 A PR RAEZEN, Bl TR e
AR ZR . IR R AR N L B IR ST AR
R TR A woRa it L, MV Bk AR
it 7, HESNIRTE TR ARG L AP KT

B TERG bR R, BA6 2 adBhrdE.
BRTEATHARIE . %P T i55 . 24 vFINER 2
NEBIMBORES DR, LA BT AR L B 2 2 B
B, wAeEEIMMA G, Zed e, ey iy
AL AT A B R, TS BRI PRI i A LA
RSP EEHLL T MR . BRI
KPR, AL PR EER, 3 ST A% ) ORI PP 1

5. B TR R e N 2L E LS

FESTAT D b IRV P R o MR 35 ORI I 246 22 4 5%
WAL R SR, SNSRI A, ST R
B s FEATML IR AR TR T, A BRI 4% 2 4 S
P FVE TN LR B2 5T S AL B RO T R SRR 1 i

NN S TEAR R BRI REAE KM 28 2 i,
ARG UL A, 31T K E 72 3 2 KN S . A
UL, ST ] RO % S SRR S T

BN A B IR . EV RN SIE TR, ATk
WACEAA R SR, MR E AT EE . P DT T ot
BRI B E IR TSR A M 28R R, SR O,
EREIHTE R, SKBUE IS, XA B F A E ) 5L
LI FALE .

HESL N SAE B NS BT AT AR SR 2 SRS
B0 WFFCIE AT M 0 2% 224 I 0055 [ 7 e 2 S s e A £
%, BESEATL PR RIS TR N SR E R
SCBURBT R . R A% 2, R RIS E S B AR
giizd, RAKWERREHERE. A, AR 0E, B
PRIKE Z B, RIEE B RFEIER BT

Copyright © This work is licensed under a Commons Attibution-Non Commercial 4.0 International License. 149



TREEIRH 5
65O 08 A 1.062024 4
EHA: W TS USSN): 2705-0637(P) / 2705-0645(0)

Engineering and Management Science

6. BRAFRBBIHRAIMIEREL
HESE 0 2 22 A BORBIE FEAN TR, = [ Y 244 2 4
it TR, dia kM epPiEdsk, FHET. F8
A SR A (R 48 BHIR S BRI KRG TT R4S 2 4
BORTEG, PREFFT AR ILEE, WHRAR SR I . M. B
BER. MR, ISR TR, R R KO R,
Wy Brd A Sl RE AT, SRR ORI B OGBS 2 JE A 1 22 4
VAT 2 ARy, A R R I 44 2 4t 7t
AR 6, TIEMS LRSS, HALUTRE
TR A T8 ) RS B
7. MSEMERE A A I
138 — SR 90 48 22 4 SCHEAT Mok 55 HO BT, 27T &
R P2 2 A TR R A2 L A TR ML B2, AU
GUATHRIMRI AL B 257 S 5 YIS T 35t o 4 22 425
2, REARE . HAMGZELHE. IR, BRI
AGIRE S, BBABNL S HRRERe . R\ SRR
B RFIRIE . PSR H K. BT 2% 22 4 Se S Ay
HHEMAE, TP S 2B BRSNS, Tt A
AECREAKT
8. BUEEHEHLZER
TERATAS B TR k. ks H g, ot
FAEBRIILETTA EENE. PBURY . e RESM)
JEANSEHEAN N . s oe A5 B ARG & I, BT BRI
2, B EIAIE
BEM BB IR T 6, TR RGNS 2 4
B AR — AR IE S FZER (R4 2 4l T i BN
SE) W T 2 i A Wk KA SIE, 17
NANRAY ) §< v oot bl Y-/ NIRE O (6 SN TN
SN, BRI 2. CNCERT. 14 45 2 4 ik 25 2 i
R PR, 45 CNVD, CNNVD S8 544 il e - it T s
BT B R ) 2 42 8 R0 5 U s st RE /0, KBl
WA 2% 2 4 PR AR 3L = S ER BN o
9. BRITUNEREERFA
M AT Ml P 2% 22 AR P 2% 22 2 R T
B MM RIS, S AT e SRR Bl
AR ORI, RETIMA 2R [FE. fE, KIEM
AT KRB 48 2 4 3 BN T RE 3R TN &
FEHEE 55 i[5 4 B A e
ATl P 2% 22 AT B DD RE SR B AR AT IS

nu%

e

H
~Nu

ME B, BUMEIRE S, Mg 2l m, N
i SRR, DA R B N DR A R HE 45 T R

AT AME BT T H Al & Al B4 1 48 22 4
AT TUE V- S FEE, SEIAT LS FIR 15 B
LB, MEEAMTA SIS TS MEmE. T8 W
AR EIAT A WM AT, 18 B LS5 b A %
YT S 25, HiaEEREEE, FOR0 g &
KIS BB BAE . S b

JER T R S REAT ML B IR B A 2, A
AL RS SRR, MR SR RS, PRICE IR R
FAS, WEEGIIERATRE T, KR H e W=
A B U AR IR R B3 T R RE T, A LR %
A, S 2% 2 A RN S 1R B B4

W2 2z AR E B AL T AR B R RGN, Gi— B
SR A TR, FERTHTRELELZEAR#ER. &
B fR20lik, FEee%suamt, SRn b mEER
o G IR N SN e b B ik 98

L ) 7 T ()t D 8 22 A KA AL B TR SR, T AR AR
WS FAAE L, W4 2 ATy, MRAE e A2
I RRFAE E A A .

TR L AT 2 R S B BT, O
TR L, AR5 BRI R 28 B AR T e . RN AR
it 2 e B0 1R A ) SR R ARR AL B A T RS, AT PR
PRI 558 B S NIRRT e, R AR B it
A A5 T 1 A R S A P ) e

(&3 30#k]

CLIBXRI. D 2% 2 A B0 VA BL7E A i A AT ) ke
YERS5HRER[T]. A B AL TARHE S5 R &, 2024, 44 (07):
56-58

(2] 45 2 A A BRI BAR TR 54T ek [T]. W%«
SHE B4k, 2024, (04): 43.

[3]52fkte, XML, #Rh, 5. YUiEac@sr Ik 4 2 A
ZRPRERKKELT]. PEITERZ, 2023, 25 (06): 1
37-149.

(41 FERE, XIFH0, EE, % AT Tk g %
PR R S (T]. T EA A AR 5 5 i, 2023,
43 (12): 69-71.

(lE# I, RE. ATk TiE RGNS 2 &P kR
HEVCRNT[J]. M2 224 5ERIREE, 2022, 41 (08): 55-60

150 Copyright © This work is licensed under a Commons Attibution-Non Commercial 4.0 International License.



