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Information technology and data security challenges and solutions in the era of big data
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[Abstract] This paper aims to discuss the data security challenges and solutions faced by info
rmation technology in the era of big data. In the era of big data, the extensive application
of information technology has promoted the development of society, but it has also brought ab
out data security problems. This paper analyzes the data security challenges from technical,
management and legal aspects and presents corresponding solutions. Data security can be effe
ctively protected by adopting advanced technologies such as data encryption, access control a
nd security auditing. In addition, the establishment of a sound data security management syst
em, strengthening data security training and awareness is also important measures to improve
data security. At the same time, improving relevant laws and regulations and strengthening da
ta security supervision is also the key to ensure data security. Therefore, through the compr
chensive use of technology, management and legal means, we can effectively meet the data secu
rity challenges of information technology in the era of big data
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