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Implementation and improvement of network security level protection in electric power industry
Jinbing Liu
Datang Shanxi Electric Power Engineering Co., LTD.

[Abstract] In the era of rapid information technology development, the cybersecurity challenges in the power
industry have become increasingly severe. This paper summarizes the concept of cybersecurity level protection
and relevant laws, regulations, and standards, highlighting issues such as an incomplete security protection system,
weak security awareness, and inadequate emergency response capabilities in the current power industry. It
provides a detailed discussion on the implementation strategies for cybersecurity level protection in the power
industry, focusing on aspects such as level protection classification, security protection system construction,
security management system construction, and security operation and maintenance and monitoring. Ultimately,
it proposes improvement measures in four areas: technology, management, emergency response and recovery,
and cooperation and sharing. The aim is to comprehensively enhance the cybersecurity level of the power
industry, ensuring the stable operation of the power system.
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