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On the Role of Multi-factor Authentication in Protecting Server Security
Zhiyuan Qin
Zhejiang Baode Computer System Co., Ltd., Zhejiang Hangzhou 310000

Abstract: This paper discusses the role of multi-factor authentication in protecting the security of the server. The necessity of

multi-factor authentication is illustrated by introducing server status and security threats faced. This paper analyzes the application of

multi-factor authentication technology in user login, sensitive operation and permission control, and discusses its advantages and

challenges. Meanwhile, it provides the implementation strategy of multifactor authentication, including applicable scenario selection

and user-friendly design.
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